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»
INTERNAL TELEPHONE SYSTEM -

BPS Memorandum to 0S 30 July 1956

. Requests 0S to make position known relative to & secure
telephone syaten.

Building Security Branch Memorandum to DD/F’PS
6 September 1956

Four methods of telephone installation which might be used
in a secure system are discussed. From a sccurity stand=-
point alone, tubing in concrete is the preferred method,

DD/PPS Covering Memorandum to 0S 30 November 1956
Covering memorandum for a draft (not sent) setting forth

0S8 requirements for an internal telephone system based
on a Staff Study dated 16 November 1956

‘BPS Memorandum for the Record 3 Januvary 1957

An account of & meeting with BPS personnel and C&P Telephone
“Company officials in which is discussed the Telephone
Company?s position toward an Agency supervised system,

0S8 Memorandum to BPS 12 February 1957

The general (as opposed to specific) security requirements
for an internal telephone system are;

1. 'The system nust be cntirely within the exclusive
- control of the Agency.

2. All parts of it must be available to technical inspection.

3 The syatem should be owned and main‘nained by the Agency.

h4e If necessary to lesse from a commerclal organization,
then the Agency must have wnlinmited control of and
access to the system for whatever purpose desirable.

5, All employees of such commercial firm who may have
access to the system must have been cleared by the
Agencye .
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The eystem must be mechanically, physically, and
electrically separated from all other communications
systems, N :

The system must have automatic switching equipment.

Records of terminal allocations must be handled
as classified material and kept within the exclusive
cugtody of the Agency, -

Preliminary and tentative reﬁuirements for minimum

phyaicalvsecurity are also included.

File Notes 14 March 1957

These notes cover o meeting with EPS perscnnel in regard
to sn internal telephone system. Mentioned are various
figures on estimated number of lines and hand sets, cost
there-of and the method of arriving at the figure. Some
discussion is also made re the validity of such estimates.

Survey Branch Memorandum to DD/S 15 March 1957
; (Attached = Memorandum for the Record, dated

21 February 1957

i

Appr@véd
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Status report on developments to date concerning the internal

telephone system, OS position is that of an Agency owned
and controlled system is preferable. The NBS has taken the
initiastive in research on systems other than that which
could be provided by the C&P Telephone Company on & rental

basis.

Paragraph 12 states that the BPS will provids for

cables to be laid for a dual system taking normal expansion

into consideration.

In addition to outside service comparable
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Memorandum 3 May 1957

An account of a meeting with OC perscnnel in which was

~ discussed security requirements for an internsal telephone

BPS

0C Letter to 038

BPS

i
i
¥

|

system. OC concurred in OS5 recommendations (see item #5).
The discugsion then covered the matter of the OC recommendaw
tion of exposed wires and securing instruments when not in
use. Because of the wmsightly appearance of exposed wires;
the additional wear on the hand sets; the room in safes
required; and the debatable added securlity obtained in
locking up hand sets when not in use, 05 and EPS does not
concur with 0C's recommendations. OS recommended that
installation be made by means of concealed ducts in the
floor.

Letter to C&P Telephone Company 8 May 1957

States that the Agency must have exclusive control of the
internal telephone system; that the system not be connected
in any way with any other telephone system; the Agency can
inspect or modify the system at will and without the know-
ledge of or participation in by the company; all telephone
company employees who have access to the system must be
Agency cleared; and terminal allocation records will be in
Agoncy custody.

o - 17 May 1957
(Attached 0S-Letter to EPS for OC concurrence{

0C maintains that it cannot properly concur or not concur ,
in the attached letter which gives 0S5 approval of installing
wiring for an internal telephone system in floor ducts.

Telephone Company Letter to BPS—— 2 July 1957
A reply to BPS letter (item #9) acéepting the mentioned
security considerations for an internal telephone system.

Memorandum for the Record ' 16 August 1957

A brief account of a meeting in which it was decided by the
DD/S that a leased internal telephone system from the C&P
Telephone Company would be preferable to equipment purchased
by the Agency. It was also declded that the wiring would

.be installed in floor ducts rather than expozed as recomuended

by 0Ce
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‘Secure Internal Telephone Systeny

1.  The attached drait sets forth our proposed position
and specifications covering the installation of the Secure.

 Internal Telephone System: for the new Headquarters building,

}
2. It is being forwarded in draft form in the event you

25X1A9A

are called by other offices to whom the dx ‘3{1, has been sent for
cocrdinatwn. :
Y3,  Please return if it meets your informal okay.
\ Wt
¥
Enclosures: : Y
i. Draft, as stated above,
Z, Working papers w/fencls
therets,
i
e ,
, 3
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‘16 { Chief, Building Planning Staff, OL ' DATE

FROM Director of Security

SUBJECT: New Headquarters Building
: Secure Internal Telephone System

1. The Office of Security will approve the installatlon
of an internal telephone system in the new Headquarters build-
ing, over which classified material through SECRET may be
transmitted, providing that the system complies with the
following securlty criterlas

. a. The system must be entlrely and exclusively
within Agency control. It must be physically, mechanw
ically, and electrically separated from any other com=-
mnlcations system of any kind; its wire clrcults mst
be in cable sheaths which contaln no wires used for any
other purpose; its cables must be in conduits which con~
tain no other cables, wires, or other items used for any
other purpose; its source of power mist be securely sep-

- arated from that used for any other purpose. ‘

be The system must be physically ontirely within

the guarded and controlled area of the bullding. No
telephones connected to it should be installed in, and
no wires or othor parts of it should pass through, the
areas of the building where uncleared persons are pere
mitted access, such as the contemplated ground floor
public corridors, uncleared pool, uncleared training
area, custodial force rooms, cafeterins, or detention
rooms. No comnections to it should be installed in any
gnack bar or other non-Agency activity which may be
pernitted to be located within the guarded area. Yo
connections to it should be installed in any reception
area to which outside persons come for any purposej
necossary calls from such receptlon areas must be by the
standard (or ordinary, or other) telephone system to

" points where, if necessary, the messages can be relayed
to other points. 4 . - g i

h [ :
B 0 . . ) 4 PR R B

H i Mooy " . ! ] t ot

" : [ i . : . . i e . ST

Ap.prq:_ve_\;d Foq Release 2003/05/15 :'-'.'CIA-RD‘P78;T)“4007A00_1100030008-9. o

{
¥ T H . N e Jo 3 . L
i = o, ,
‘ ]
-

PSR

erisn f



.Appraved For Bglgase 2003/05/15 : CIA-RDP78-0@Q_7AOG1100030008-9

e

c. The system must be protected from any possibility
~of tampering by unauthorized persons.. Terminal boxes,
openings in the conduits, and any similarly sensitive
points in the system must be protected by adequately conw
. structed metal coverings equipped either with locks or
with a positive alarm systemn.

de The main distribution frame and switching
. aquipment must be located wi.thin the guarded area in
- & room constructed as a Secure Area and established as
- 'a Restricted Area with Agency guards controlling access
to specilally identified authorized personnel.

e. The system should be the automatic dial type,
with no manval operators.

£+ The maintenance, servicing, and repalr work on
the system should be either by fully cleared Agency per-
sonnel, or by such necessary outside workmen who have
been security cleared on the same basis as Agency pere
sonnel. Should emergency service or repair work be
‘necessary by other than fully cleared personnel, such

- personnel should be under continuous surveillance by

Agency personnel, who are familliar with the operation
of the system. :

g+« The system should be equipped with devices whih
give audible notice to the users whenesver authorized
repair workers, or any other persons, are working an,
or have cut into a line for any purposes,

he The telephone instruments for users of the
system should be clearly distinguishable from other
telephone instruments by means of different color
and design; and should be located apart from and out-
~  pide the normal hearing range of the locatlon of othery
telephone instruments.

' i.. The system must be so installed to allow
. Yechnical security inspections of all parts at arny time.

je -Regulatory procedures for the use of the
~telephones of the system should includs a means of ,
satisfactory identification of the users to each other,
and also should include instructions that, although '
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conversations up to and including SECRET are permitted,
no names, information, or data greater than ordinary
sensitivity will be mentioned in such conversations, and
that it will not be used for any material or data for
which any type of clearance other than, or in addition
to, the regular Agency clearance is necessary.

2, It is understood that equipment is available for
dcquisition, and that the planned design of the building will
permit an arrangement, which will meet security requirements. .
If any of the security factors mentioned herein affect the

. possible use or adoption of the system, it is requested that

these features be directed to the Office of Security for re-
solution. : : ' S

Sneffield Edwards
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O Noveanber 1750

STATINTL

STAFF STUDY

TELEPHONES, INTIRNAL- SKCURYE SYSTEM
FOR NEW HEADCGUARTIRS BUILDING

N

PROBLEM

An internal non=cryptographic telephone system for the
new Headquarters Building that will meet the requirements of
EQ0 1050L and the security standerds of the Agency for trans-
mission of classified information.

"~ ASSUMPTION

Access to specified areas of the new building will be

’ rigidly controlled and restricted to fully cleared persgonnel

with all visibtors physically identified and constantly under
escort.,

- FACTS BEARING (N THE PROBLEM

EO 10501 provides that intra=Agency transmission of classie
fied material shall be governed by regulations issued by the
department or Agency insuring a degree of security equivalent
Lo that outlined for inter agency or department transmission,
With respect to this outside transmission, the ixecutive Order
provides that Top Secret material shall be transmitted preferably
by direct contact of officilals, or alternatively by specifically

. designated personnel, by State Department diplomatic pouch, by
- messenger-courier system especially created for the purpose or

by -electric means in encrypted form.

With reference to trensmission of Secret material, the
Executive Order provides that this may be transmitted within

" the United States by registered mail or protected commercial
. eXpress.

An independent 1nterna1 telephons system is available
through outright purchase of equipihent or possibly through
leasing.,

| the Communications 4Assistant, Building
Planning Stall, advises that a survey recently completed jndicates
that the number of instruments necessary for a dusl system is
approximately struments; 4O per cent in the conven‘bional
system, 60 per cent in the intcrnal system,
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h DISCUSSION

: In the course of this survey, it was the opinion of all
interviewed that an internal telephone gystem does afford a

! measure of protection to conversations not available under

the conventlional telephone system. There was a great divergence
" of opinion, however, on whether this additional protosction is

. enough to warrant transmission of clessified informstion, the:
extent of additional safety features necessary to make an
internal telephone gystem adequately secure for transmission

. of classlfied information, and the extent of disclosure that
could be Jus‘o:z.fied.

It was the concensus that a safe telephone eystem yust
meet the following requirements:

a. Be elecitrically, mechanically, and physically ' '
separated from any other communications system of any kind.

‘bse Have no cilrvcuits in the sames cable sheath with
~ any other communications system.

ce Have terminal hoxes and other gensitive points . o
adequately protected.

: de Have main distribution frame and switching - ‘ i
equipment located in a secure area and completely :Lsolated
from any other wiring ternunal points, .

es Have no instrumen‘c‘s outside guarded areas or
accessible to uncleared personnsl,

fe Be serviced only by full#\éleared perscnnel,

—

_ go Receive ﬁ'equent..inapaction and periodic Bpot
checks by technlcal personnels

hs Have the instruments distinetively colored for : ¢
ready idenuﬁcation,

_ The type of system; ins tallation, and operation to Justify . §
approval for transmission of classified information is an o La
: ex’oremely controveraial subjecto '
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Visible lines and cables have the advantage of ease of
visual inspection, but the disadvantage of being easily
identified, located, and tapped, Concealed lineg with cables
and eonduits are difficult o inspectj however, the disadvantage
is compensated for by the difficulty of uncleared personnel
locating cables sgo installed and in tampering with them in areas

. guarded and patrolled. Tt would be very difficult to tamper

with such linss without leaving evidencee.

|Security/AEC, stated that at one time consideya=

- tion was given TO a very limited safe telephone system in the

new building for communication between the directors, but had
vigorously and successfully been opposed by Security as not belng
desireable, He added that no detailed study of such a system
had been mades ' :

ommo Security/NSA, stated that his conclu=
sion that NOA had a safe telephone system was based primarily
on the fact that it was an independent system accessible orly
to cleared personnel, was operated in a guarded area, and that
there was a rigid control of visitors to areas where the lines
and phones are installed. He indicated the isolation of the
system from other commmuication systems and control of persaonnel
for access to and servicing the system were the prime considera=.
tion, not the type ‘of equipment. He indicated their experience
with exposed cables, which theoretically are desirable becauss
of alleged ease of inspection, was unsatisfactory. Exposed

-wiring soon led to a "spider web? of vires which were impossible

to monitor. He cited an inciden® where some radio equipment
with a pair of rabblt ears was accidentally deposited in a.
hallway with tho rabbit ears straddling the exposed line which
picked up and broadcast a telephone conversation. In his
opinion, the difficulty cncountered in tampering with cables

- in conduits compensated for the frequent perlodic inspection of

exposed lines. NSA safe telephones have been approved. only

for information through Secret. Because linss conmecting 1o

the outside are to be in the minority, they are the ones to be
distinctively colored to warn the employee he is not using a
cleared line. Ltated as the Signal Corps of the
Army installs o servIcoT vmem safe telephones, they have no
personnel problem regarding the use of cleared personnsl or
porsonnel costs. :

Commo, has submitted specifications for a
secuz%l system (sec Tab A). He recommends exposed - STATINTL
wiring for ease of visual checks. He stated that in engineering
an independent system, consideration should be given to it
being compatible with the cryptographic telephone devices [ |
also advocates jacks for all telephones S0 the instruwnent can be
stored in a safe when not in use. This latter recommendation is
based on the fact that microphones and transmitters can easily be

" placed in & telephone instrument and have even been built into

the instrument, 35
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submitted a prospectus (see Tab 0), on a complete dial Lelephone
system that incorporates security cable (see Exhibit A), and
-which is protected by an. alerm system from and including instru-
ment to main frame and switchboard. He averred that this system
is practically teamper proof.

L scifically
th ere disw
cussed with ! He was famillar with the

|_ﬂ7_system anad ravorably impressed with it, but felt that

5 coat was not justified. He felt that probubly some type
of cable protection would be necessary where lines passed
through wnrestricted aress or through areas where access to the
cables éould be had without being cbserved, such as washrocms,
closets, etc, | agreed with ] |of
NSA that as long as the sysvenr was totelly independent of a STATINTL
outside system, was wholly confined to guarded and controlled
areas, and was frequenlly inspected, it mattered litile what
type of equibment was used. In his Jjudgment, no system was
100 per cent tamper proof and most effective protection was
the regtriction of access to areas served by the instellations

Mr, Stanley E. Eolden, Physical Security, Department of

State, advised that they have approved the installation of s
50 instrument Stromberg=-Corlson Dial X system with alarm cable
for the offices of the various directors. However, because
access to the proposed new Department of State bullding is not
to be restricted or controlled, the system has no spprovel fox

© transmission of classified information, The same type systen
has been installed in field installations and where access to
the area is restricted, they have approved the phone tranamisaion
of classified infornmtlon through Confidential,

The problem of a secure telephone system was coordinated
with 0SI through[ ] %he Security Officer, 0SI, who
submitted recommendations for an entirely independent systen,
with no outside connections, and confined exclusively to the
guarded area of the new building.

: A survey by Mre | s Building Security o
Branch, Physical Security Division, is attached hereto, (see .
Tab C), which along with other matters recommends the use of
conduits in concrete or Qefloor as preferabls to visual wiring.
because the difficulty of tepping vires in conduits more than
compensates for ease of visual inspection of exposed lines,
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Frank Knight, C&P Telephone Company, was interviewed and
stated that he could make no commitments for the D&P Telephone
Company with respect to lnstazllation and maintenance of ay
internal system for the Agency wntil the Agency was ready to set
up regquirements. He indicated an understanding of security
factors and adesire to cooperate in the development and installa=
tion of any security safeguards. (Note: Costs of installations
and maintenance would depend upon & determination of the number
of instruments required.)

Mro[ | office of Logistics, believed that the

C&P Telephone Company would favorably consider installing and

operating an independent telephone system to avoid jurlsdictional
labor disputes. -

[ | indicated that
his company is equipped to sell and install a complete dial
telephone system utilizing phone equipnment manufactured by
Stromberg=Carlson and incorporating a security alarm systenm
manufactured by his company. He also indicated that his compary
had expressed an interest in a leasing arrangement if an
acceptably contract for a sufficient period of time to amortize
the equipment could legally be drawn up. He indicated thst
his comparny would be interested in installation with or without
maintenance control. '

Mr.E::::::::bf OSI indicated the General Telcphone of

' Chicago is prepared to install and lease telephone equipment.

The possibility of Agency negotiating with the Signal
Corps of the Army for installation and/or maintenance of an
independent telephone system similar to the system used bty NSA
was not pursuede

Mr. E;:::;::]stated that he believed the C&P Telephone
Comparny, sedected to install and maintain an internal system,
would require a proportionately higher rental on the equipment
used on the internal system as it would not be producing any
toll revenue. Any special safety features would also entail
extra installation and maintenance charges, - - STATINTL

Using a loose estimate per instrument, including installge
tion costs, supplied by| |
reveal that the cost alone of installing a instiument
telephone system with security ealarm would be approximately
$1,200,000. Because of alsrm features, the maintenance charges

~would be greater than on a conventional telephone system.

32
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Dual telephone systems would necessitate additional expensea

" in building construction to allow for duplicate ducts, separate :
frame rooms, etc. Operating costs would also be higher because oot
of additional personnel necessary to service two systems, '

, Gas tubing, alarm cables, alarmed equipment and instruments
from a security standpoint would be highly desireable; however,
in a large gystem, the cost of dperation-and installation would
be extremely high, In addition, alarm systems probably would B
not be practical as there certainly would be frequent phone
* changes which would activate the alarm system and render it
- ineffective. Iven if zoned, there probably would be large areas
a good portion of the time where the alarm system would be
inoperativee ‘ o

It has been proposed that the secure phones use jacks in
order that the instrument can be removed and locked in a safe
when not in use. This suggestion apparently is predicated on
the fact that a telephone instrument is vulnerable to a third
wire tap and also is adaptable to concealing a microphone and - ) :
transmitter. With respect to the third wire tap, this hazard :
is greatly diminished because the instrument will have no oute
side comnections. Regarding the threat of compromise by use
of microphone and transmitter, this is a security hazard not
unique to a telephone, but a potential source of compromise
in any area wherve classified information is discussed, From
an operating standpoint the universal use of jacks on the telee
prhone undoubtedly would not be practical. . Such a system would
- mean that any calls to an employee while he was on leave would
not be answered and would result in muwerous complaints to the
telephone office,

CONCLUSIONS
. h A telephone gystem having connection with outside lines )
will not meet Agency security standards or the requirements of
EO 10501 for transmission of classified information.

No telephone system appears to have the degree éf sscurity
equivalent to that required by EC 10501 for transmission of Top
Secret information, ‘

4n internal telephone system completely independent and

isolated from outside lines operating entirely in controlled

areas and accessible only to cleared personnel would .afford
. protection-equivalent to that required for the transmisd on of :
Secret information as required by EO 10501, "o
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The system should be large enough to handle the major
portion of internal calls.

_ An internal system of a limited nmumber of phones would
result in a considerable saving; however, from a sescurity
standpoint a general system large encugh to hsndle all
Internal telephone requirements has advantages.

Unless safe telephones are generally available, employees
will be tempted to discuss classified information over the
regular telephone system by use of “double talk" parsphrasing

: and, as one person commented, using "pig latin." Many phrases
o currently in use over our present telephone system would fool
STATINTL no one remote interested ency as,; for example, the
terms ! A safe internal telephone
system would greatly diminish the hazgrd of compromise through
inadvertent disclosures in telephone conversations, also the
mxture of unclassified informatlion with classified information
would be desireable,

A reduction in toll charges will result through limitation
of telephones having outside connections; however, it is belleved
that the sum so saved will not be substantiel,

There undoubtedly will be a saving in processing time and
& reduction in the men hours in personal trips or preparing
memorandum involving classified matters. This saving should be
substantiale '

The expense of an entirely alarmed telephone system would
be neither Justified nor practical. ‘ :

"RECOMMENDATION

It is recommended that the Office of Security approve an
internal telephone system for transmission of classified
. information through Secret, provided the system is electrically,
mechanically, and physically separated from all other commnlcae
tions systems; that it has no circuits in the same sheath with
.any other communications systems; that it has terminal boxes
and other sensitive points adequately protected either through
an alarm system or locks; that it has its main distribution frams
and switching equipment located in a Secure and Restricted Ares
which is adequately guarded; that it has no telephone  instruments
‘outside gusrded areas or accessible to uncleared personnel; and
is serviced only by fully cleared personnel; that, evéen though
classified as Secret or below, it will not be used to discuss
the names of Agents, penetrations, highly sensitive operations,
and related matters; and, further, provided that it is technically
equipped to give notice to the users when worlmen, repairmen, or
others "eut in" on the line, : .
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. Soeure Iuymﬂal Tolophons Dysten

: Le The Qeioiled oo thy ro ks for an internsl telephons

pyoton In the Hoodognertars L:\ll.}.( wrr, over witleh informotlon

elecslfied throagh LUCHET moy bo LATEADY :Lzm ny ore oilll w‘dor study

by 65 dn coordinailon with otbor tocimdenl componanta of Lho Agoneys :
Thaye are, kovover, certodn genoral scearlvy roequ rencnbe waleh o
con be sob forth ot thls tine to osalsb in the dovelopneat of tha ‘
vollding consbraction pleng; wod o sid in fotormining the scope -

of such & Byotans

\

i ‘ 2. Becarhty romuirements for Yhe gonewmnd, systen ane:
. . i....

‘ o. Fhe syobom pust be ol )
' cortrol. of the Azeney, and (,ll to of 5,., rmm bo mb« T _
1 Jeed o independont woo dmdeal Ly ingooction by the : )
qi ' . ' CApeney. AU iz oa k,x-zc*wixy p"r“u.w AWt u,/.r:.uz:m. te

‘ cumed nnd maloteloed by tns AConoy.e roetlcal,

: considorabionn polie LU necoasoXy w0 N8RV tm Lustha. 0Lt

S ' . g_-;.wi”cbuwl Locas end modnvoin the systex, or ooy pact of

L ' It, then the lessiug and conirnst crvangorents miol glve

i tho Azencey eontaul off BeCess Lo A Syoton, sl IRl P
! : : rdt bho Aooney *;u :Lm aob o1 Lo nedlly the oyston, o any
5 - paxh of .n‘., ab ooy tloe withoudt pawiicipotion by, or the
‘nacesnity fox :,L;;cl*«z\:.;:c Yo, the lossor or controctor.

ey

i

b , Be  ALL cnployees of nuy lopsor o conbraetor v A ;
: ’ oy ';zor“ o*z o i* ve nocons bo any parh ol tho gyotew,
L ' st b subjeet o ek coorelty cleavaioe PROCOHRNCE
o ‘ a5 the n“‘,’;“x*a,h; DY S :

' . c. Whe mymben oust oo phy .q} aliv, mechoonicnlly, and
. FE ) E 3

wlectrlenily a:‘c*mxx,{ﬂ =0 fyo ooy ot 33 eommunlentions cyaten

| . of any Kibde
iy ' do  The cymbom pust be the suboms e dinl "tf':;;»zz, wiih
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g. ‘Teralnal block allocnbion rocords mist be kept
vithin the exclucive custcdy end control of the Agency, end
must be hondled os classifled materials '

3. Thysical socuridy requlrenents woloting to the tuiiding
consbruction are as folows: : ' ,

a.  The nsin dlstrivutlion frame end swltehing equipacnt,
and all sub-{rome equipment, nust be located in rouns coupletely
seporate from those used for almilar equipment of the normal
telophona syotcm, and from youns waed for any othor PUrposc.
Such rocas chould be constiucted as Scoure Arcns.

B, The mub-Crane vooms (Lt boing understood thab
twe will bo necossary on cocll floor) shiowld be In & ver-
‘picsl line constituting, in cifect, o Socure Avean rlsing
from Ground Floox to Top Floor, with sleoves provided to
pass the vertlead xun of cubles {rom {flcor to floor.

¢ ALl cobles ond wires of the systen muat be in

cobhle phoaths which contain no wires usaed for any olhor
) parposc. The run of much cablas from main disteibutlon
e and cvlteilng equipnont room, to the sb-frame
vooug, 1o corridor tominel boxag, and to nhy termlnold
boxas within offlce 1vonms, showld o thrwueh complately
eEROTRLG (fxom normal Lelophone service opr obher wires)
condulta or ducts entirely wltbin thae controlled esxea of
the building, and prelferably 14 metal condults buricd in
the concrote of tha LLools

d, AL pull~boles or Other moans of oecans to tha
conduits or auects cliter should be provided with locked
covers, or provision medo fow ek wolding the eovers in

place. :

.  ALL “ormlnal boxes sust be seporate from tha
torminnl boxes of the normal tolophone asystom, ond st
be of metal ond eguipped with approved locking equlpaente

L. 9he foveroing plyrsleal ceourlty requirenents ore not

fall inchwsive. There obill wemaln o be worked oulb the mannel

1 which individual instriments are to be connsctod to the room
sevninal bomes, and the mumer in whieh the wlres in the oflice
rooas, nd tho dnstrments theaselves, can be made pecurs. It
iz nob contompianted, hovever, that the wired within individual
offica rooms will rwn thrcugh eny floor ductse :

. 5. Hecurliy matlers rolating to the use of the ryston,
or to tho installatlon of statlons or extensions on the mystem,

P ; ? ( : - L - il ‘ -y .

. L H B i . - [ o .i : «.
i P -
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cannol yet bo stated completolye. However, ths following prow
- Mmdnary requirenonts can be sets ' '

- 8o No ielophone Inctruments cen ba instslled in, nor
. €an wlres leading to them pass through, any part of the
. building where uncleared porsons may have uncontrolled
accops, sueh as the ground floor public corridors, tho une
cleared pool and training area, tho rooms of the custodial
forco, guard posts, cafetoring, erack barg, or rogoptionist
IO0MS . : : .

be Fztonsions on any individual line must be limited

to the extent that whore they are other than within lino of
slrht in an individual office room, they rust be equipped
with an exclusion koy device te enabloe the principal user
to cut off any extensicon in any outer or éeparate room,
That is, a line ean run into a principalis office, and bo
extendad from thera to. tha office of a scoretary in an
adjoining room, so that the soerctary ecan answor the call
‘for hor principal; but when tho principal ig notified of

- the call, ho must be able to cut off tha extension into his
gocrelaryts office, . . : ‘ '

Shoffisld Hdwsrds

" Distributiont
Origs & § =~ Addressee
1« N8 File

7 Rypgne

CONCUR:

For Dirvector, OI1ice OF COMMNLOs.Liong
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MEMORANDUM FOR THE FILE

CBUBJECT:  New Heasdoguarters Building

Secure Internal Telephons Syatem

¢

1. On 3 May 1957, | | Acting Chier, and

| t Cilel, Security Division, Office of Comtmutleationa, the
memorandum prepared for subnmission te the Pallding Plarming steff s

0L, giving the security rvequirements for the reforenced gystem,

Under date of 12 Februsry 1957, 08 had subndbbed to EPS 2 memorandum
giving the securdty requiremants for the gystem, which carried it

up Yo the office rooms; 00 concurred in thet memorandum. The prosent
further memorandum 1s interded to set forth the security requirements

Nor the ruming of lines and placing of instruments inside the

LGffice rooms.

‘2o 00 previously had rocommended that the wires be exposed, .
and that the instruments be treated as classified material, to be
stored in safes each wight.  BPS has opposed the exposed wiring
within rooms, as entalling wires honging from the syasten Lo every
desk; while 0C sugpested looping the wires around the walls as an

“alternmative, 03 agrees with EPS that both sueh ideas would make fop

25X1A9A

unsightly appesrance of offices. 08 does not belleve that sufficlent
added securlty is given by locking the instrumenta abndght to :
Justlfy the devotion of safe sprce to thls purpose, or the wear and
tear on the telephone equlpment which would results the disengaged

. connectien place (such as & Jack) atill would be & potential danger

spm:- ®

3e  Therefore, 08 propared the present memorandom, in effect
perndtting the instellation of the wires in the rooms via separate
floor ducts. This conclusion was roschod af'tor consideration of all
seourity factors, and upon fallure of anyone Lo come. wp with any
bettor Ideas. While exposed wires perrild techoleal inspection,
the muny miles of wire would prevent astual inspection except ab
long intervals; burying the wiros in secure condudts Iimits strictly
The means of acoess o them, and voducas the points requiring technical
inspaction,. - : S
» The present memerandwn wes sutodited to OC for CONCUrrencs
sbated that O otill medntaing the position 1t took in
1ts provious recosmendations fov exposod room wirlng end locked-eway

3 . R . sy
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ingtruments. Upon 'diaéussion; he still held this position, and it
was requestod that he prepare a mewmorandum setting forth his non=-
concurrence and return the paper to the Survey Branche '
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8 MAY 1357

Colonel E. Coring Bliss

Asglstont Vice President

Sceurity Control Officer
Chesepeooke & Potomae Tclephonc Co
Washington 25, D. C. ‘

‘ Dear C¢1onal Bliess

On severel oceasions during the past few months we have
consulted with you nnd sowme of your poople in coanection with.
telephone motters which we mugt take into secount in plenning
for owr new building.

You will reecldl our inteorest in a completely isolated in-
tornal telephone system dealgned to meet the needs of this Agency.
We hove not yet beon aoble to make o finsl decision es to the ine
clusion of such a system, snd 1t will be some time before we have
sufflclent information as to the nced for ond the uoe of the
Tacility.

In the meeantime we fecl thot cortnin pollecy conslderatlons
of particulor importmnce 1o us should be cleoarly defined and their
aceeplance by your Company indicated in the ovent on internol tele-
phoné system is installed by and rented from your Compuny. The

© policy considerstions gbout which we ore concerned are ns followst

The internol telephone systom must be entirely |
within the exclusive control of the Agoncy end must
not be in any way connected with sny other tclephone
comnunication syoteris The Agenoy must control access
1o the systen, con inspeet or modlfy the system or
any pert of 1t at ony tine without participation by
or tvhe neccssity for discleosure to the Company. AlL
enployees of the Company vho work on or heve access .
“o the systen must be subjeet to fgency securlty
elesrance proccdures. Terminal block ellocation ress -
ords must be kept within thoe cxelusive custody and
control of tha Aucncy and hendled as nlaasified ine-
formation. \

B
|

35

& ',':“’ i - e SRS 7'

'i"'"

Appr’oved For Releasev2003105115 CIA RDP7!8 04007A001100030008 9 . ‘

I : ) coay
U PR T I . ;’ [
. i N . . i i Pl

‘
R T

PO 2




Approved For Rglease 2003/05/15 : CIA-RDP78-04007A‘GM100030008-9

I nhould like to teke this opportunity o e*cpresa ouy apw-
preclation for the cooperotion and assistonce you, Mr. Knight,
end other members of youwr staff have glven us, You have helped
us & great deal elready, and ve shall urdoubtedly cell upon you
Toxr edvice from tlme to time ag our. planning Progrenses.

Sinccrcly, ‘g

s
¢
/

("\ / e
\.,a e

L ? - STATINTL
Chief, Building Ploaaning S‘_haff

spd
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T&imetor af‘ u«,a.ur:{ Ty

S Tota

f Director of Comunications

Hew Headguarters Puillding Sscure

Internel T&rlﬁp}wne Syaten o ' .
REFURENCE: 63561 dated 19 Decorbe 19,,»6
00 6659 dated 1 Fo “‘1%%@{ 165

1. Thisg will eonfirm the discussion with you end [ 1in 25X1A9A'

my offflce on Wodnesdwmy, 15 Moy 4997 concorning requirements for the

proposed secura Internal telephone systonm fox the new Longley bhullding.
The discussion centeraed around s proposed womorandum written by your
gtofl addressed 0 the uilding Plaoning Conmitiee in which my cone
curdenes wag reguested. : B =
2. T do not balileve that 4t is proper Ffor me 1o elther concur op
non-concur to the roworandum. My posiblion in this is to moke technical
rocommandations o you concorning wwrmcipil.c:a 0 be dncorporated in the
vroposed tolephone systow, Whmh T have done in the reforences. Flnal
:rccom,mding outhority to the Duilding Flanning Comalties would appear

1o rest with the OfPlce of Jecurity.

‘ .
3. As to the systen Lltself, T believe thal 1t iz &ssentisl that
the prineiples recommended in the references be dncorxporated in order
that & reagonable degres of protoction fron penctration attompte can be
vrovided. If vou ox the Dullding Planning Commltice are unable tao
incorporate these prineirles, thaon 1t is sy fuwwther recommendation that
the telepnone eysten be called "on internal telephone exchnogoe”, e
denigned Lo privacy uee, and Linited to conversstions of o xms*mmrm
elossilication snd boelow. ‘ '

h 2S5

o . o ‘/ \
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Chief, Tullding Planning Stalf, OL

Director of Security

Yew Hoadquartors Duilding
Sacure Internul Tolephono System

i. A mororandwn of 12 Febrvary 1957 submitied seourity

requiremints for a PSeeura Inbornal. Telephone System® which

covered the type of systom, the construction of frome rooms, and
the running of cableos or wires to the terninsl boxes. It was

. stated further that there sotill remained to be determined the

mamer in which the wires within office rooms, and the instruments
thonselves, can be rade socourad. '

2., Aftor coreful conaidorabion of all tho socurity factors
irvolved, and of the teshrdeal information obialned, the Office
of Sceurliy now offers no objection, if the other reqmirenents
of tho previeus momorarciun zre followed, to tho running of wires
in offica rooms throurh a {loor duct which contains no other
wires uscd for amy other purpose; to having connections of
instrunents made o such wires in the some manner as normal -
tolephone installations and to having wmeed hand-holos in guch
floor ducte coverad in the armner usual for normal telephono
gorvice.

3. Tt is rocormized that additional sccurlity would be
afforded by the installation of an olectrleal alarm system
wiich would giva notice of any tawperding with the instrmments or
wires. Such cystens are in the devolopmont stage, and it is
requested thiat provisions be mado in the planning to permit the
instaliation of such a system should it becowo practical at a

later datos v ~
- Shoffield Fdwards
CONCURRIAICEs
Pirector of Commnlcations . R ‘Date
. . e '|-‘ - A /
' : L6
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‘Assistant Vice President Metropolitan T-9900

b P
H i
i \ (REP - : : L .
i L L 930 ¥ Streesd, Northwest . I . "
5 \ i 5 ot , | _
: ‘ S b Vazhington 1, Dt ‘
i ' E. G. Bliss : . R : Telephone
3
s

g
| ' S o
i . (. i
g July 2, 1857 o
STATINTL |
ﬁ o - . ' }
[ [¢hiet
i Building Plenning Starl » , .
.. Central Intelligence Agency ' - Co /
e . s Waghington 25, D. C.
3 . : N )
N —
bl ‘ The policy considerations in respect to the ifnternsl telephone
system which we heve offered to provide in your new building have been’
: piven careful consideration. I think vou can gppreciate that some of
; these security requirements wers stated so broadly that it was somevhat
P aifficudt for us to interpret to what depree compllance might require a
modification in practices which were essential in the furnishing of satis- ' '

N
LR
i factory service. In order to develop more precisely what such require-
i, ments might be we have, during the last month, conferred with Colonel
STATINTL Edwards end Mr{___ Jend 85 » result, T believe, we have reached &

) setisfactory understanding. B )

It now sppears that we can conform in a manner satisfectory to
your Agency with all the consgiderations covered by the intended portion
of parapgraph three {3) of your letter of May 8tn. In order, however, that .
there may be no misunerstanding I will set forth, in detsil, the securliy
reguirenents which we interpreted our concurrence in the genersl policy
Ceonalderations., : ’

o 1. The ingtallstion snd malntenance by the Telephone

o - Company of an internol telephone aysten entirely
separote and in no way connseted, or a part of,
any other telephone or communicabion system;

2. The. Ageney shell hove exclusive control of the
location and use of the system. -

3. The Agency shall esteblish such asecurity proviailons

T for the physical locatlon of the telephons equipment
and other Facllities ns they deenm necessory and sholl
have control over aceens or entronce Lo these
locations. In eddition, the Arency may, without

! sdvige or notification to the Pelephope Company mee {
:‘, Ly
w

"

ARE ) : ’ I

. ‘ iy o RN N ; ' . .
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T
: PR ‘
i R ; : A f
. A L . : \ 1 VL

!

IS

¥ e .



-Approved F’ohr" Egleasg 2003/05413.: CIA;RDF;78-04007AW 100030008-9

v - . . } .
L . A : i ’

S [
{L o guch inspections of the locetions as they determine
' : i nucasanrf for security purposes.

\

e The Aweno" may modify the qvuuum or any bmrt af it
at. any tﬂmw without participotion by or the necewsiuy
for disclosures to the Company. It shall be unders

~vostood and opreed that no devices or apparatus will ‘

" be gonnectod to the system, or sny chenges wmade by
other than Telephone Compeny employees, which in eny
way may affect or iuterfere with the normal operatlons
of the system. We have been agsured that wherever

T procticable vhen chenges have been madd without our
‘ knowledge, reostoration to normnld conditions will. be
made as soon ag possible after the need for the
. change of modiflcntlon ceases to exist. In aueh
‘cages ve have also been given to underqfamd that the
usual practice will be to call on our psople for thls
ragtoration. Vhiled it sppesrs, from such information
as has been furnished to us, that such cases will.
N rarely occur we would, of course, expect that the
. Agency would by means of suitable orders compensate
' S for any extreordinary melntengnce expense.

. 5. . All employees of the Compeny who work on or heve
' S pccess to the system sholl be subject to Agency
gecurity clearance procodures. :

6. Telephone Company employees will follow thelr normal

; instructions nnd practices, which provide for sofe-
puarding the service against tompering or interference.

" In additlon, cowpony personnel will follow noimol
practices concerned with checking use of facilities
and aceuracy of recovds. .

7. In regard to records, the following will be kept
' permanently in the clu1pmeﬂf TOOMm of tha internal -

. telephone system of your Agency which we understand
¥  will be considersd n restricted orea.

8. Oable assigmment record book.

. Bruipment assignment book.

e, Line coards nmaintalned for each
) working goation.

In re vard 0 the items covered in a, b ard ¢ 8bovc, in which we
found it necessary to consult with your securlty people in ovder to ‘
: determine what yowr recuirements were intended to cover, we understend that
; what we have stipulated satisfactorily mests the Ageucy's securlty require-
ments . :

-

20




Ve

Approved For Rglgase 2003/05/15 : CIA-RDP78-04007AQ04100030008-9

Tn regard to the orders for additions or changes vwhich may be
required in cornmection with this system, in addition to those involved
in the initial installation, we understand that they may be isgued In
such form as to be non-sensitive. It has been our practice in the past
and the same will apply to your new building for a Service Engineer of
the Commercial Department to be assigned to hendle sll business contacts
invoived in the furnishing of service.. Such en employee has always been
cleared by your Agency to a degree satisfactory to you and the ssme will

- apply at your new location.

Very truly yours,

"E. G. Bliss
Apsistant Vice President
Security Control Officer

RS
N
~a
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ORANDUM for the Rocord

SUBJEGTs  Private Intermal Toleophons System

1. A woubdng wos held today dn the offilce of 'thg /s .jaca disoust
vartous scourdiy rotiers in sonnecilon with constraetion o{‘ the :‘xc_m CLA -
hoadquarters bullding ot Iensloy, Vi Prc:scn’;’: 1{303&0 l‘-aO}.: White, :
Doputy Dlrocter (Sug orbyy Gol. Bduwardo, Q,;.,z"eai'f_prﬂm; aomu';i.tgﬂ _ |
Chiof, Duilding Fleamuing Stafiy L _ /8 Idoioon Officer on new |
building od Honagonont Agsloboatys and Tl um&mmigm—x_&. 25X1A9 A

N
LN

. e

"o One of the soourity mabtors discuosed was the qustic:;x of whether

' ' 1o rekfen - 3 My o
the proposed privote dnbernoad telo tong systen (tha so;c‘ﬁ;‘!ﬁcw Msocu_:m )

2 P aud nd ] > b Y o b e o

phovie® syston) showld b Tonged fyom the Chasapeske & Fotonac m_l.ep;.:om
Compony or the equipnent purehased eutrdchd by the Agoncy from thd Moolor ’
(:r‘n.i:) 4 w ety " A W, ] a4 " e ol e o .&.,_ “1, ‘,NL ‘0@3*5 E\)’Id .
So. or Strouborg-Cavicon, Aftey dlpcusmilon O Tho Telaviva COS & .
other factors, Col. ¥Wnite mads tho doslslon that GIA should plan on Taa
Teoanod syoben Lrom GO cupany. Col. Ednoards asquiescod.

-
1

3, The mabbtor of how 4he tolovhone wiroo should reach the .ins"tmmmn'ts
$n the roons was alno rolocte-whothor axposed ‘s-:ix*:ﬁ_..x}(; o i‘womé n_y b”rnm G;z}'-
100 of Comunieations or Lhwough Jiocy ducts as doclred by ELEPO zmd mgrszuw
able to OfTicn of Socuwity. The /5 with the sonmuyence of the Iirsctor
of Bocurlty xulod $hab Floer dusts wus the prefercble mothod.

- 25X1A9A
Scourity Assiotand - ' ;

fuliding Fleoning Sbelf
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